My name is Deanna Furlong, and I’m a GoDaddy Customer Education Advocate based
working out of my home in Sonoma, California.
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• Linnea Stenberg, a Sr. Product Marketing Manager for productivity apps here at
GoDaddy; Linnea is based out of our Scottsdale Arizona offices
• And our subject matter expert, Chris Pino from Proofpoint, GoDaddy’s email encryption
provider; and Chris is joining from Denver, Colorado
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Let’s take a look at what we’re going to cover in the next 30 minutes..
Q & A reminder!!! Q&A report for those not answered real time.
Photo credit: Sean Davis via Visualhunt.com / CC BY‐NC
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First… a little tech trivia.
What is the name of the hacker who claims they breached the Democratic National
Committee (DNC) computer network and accessed emails in 2016?
a. Anonymous
b. Guccifer
c. Deadmaus
d. Astra
SOURCE: https://theintercept.com/2016/10/18/hillary‐superpac‐coordination/

4

ANSWER: B. Guccifer
In October 2016, several emails and campaign documents were illegally intercepted and
published by WikiLeaks and a hacker who calls himself Guccifer 2.0.
Source: https://theintercept.com/2016/10/18/hillary‐superpac‐coordination/
Photo credit: The Preiser Project via Visualhunt / CC BY
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What is email encryption?
Email encryption encodes the contents of an email in a special way during transit, which
can only be decoded with a unique cypher. To decipher the message, the email recipient
must to log into a portal to view it. So if a message is intercepted or just ends up in the
wrong hands, unauthorized parties cannot read its contents. Email encryption encodes the
contents of an email in a special way during transit, which can only be decoded with a
unique cypher.
Photo Credit: Christiaan Colen via Visualhunt.com / CC BY‐SA
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‘At rest on Office 365 vs. in transit.’
Why do people use email encryption?
When email data is at rest on an Office365 server, it is protected. However, during
transmission most emails are currently transmitted in the clear, or unencrypted as a text‐
based message.
In addition, the accessible nature of the Internet means between send and receipt, an
email message is always at risk for interception. But even more often, emails are just sent
to the wrong recipient. No big deal if you’re emailing a recipe to your aunt.
But what if you’re an attorney sending a contract to a client, or an insurance broker
providing policy and premium details to a customer? Since most emails are sent
unencrypted, or in plain text, an intercepted or misdirected email in these situations can
create big problems for both parties.
Adding encryption to your GoDaddy Office 365 account is great way to ensure your emails
are ONLY read by the intended recipient.
PHOTO: Photo credit: Mark Fischer via VisualHunt / CC BY‐SA
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While email encryption is a great add‐on for anyone who sends sensitive information over the Internet, it’s a
critical requirement for businesses in regulated industries. For financial services, insurance, health care, legal,
and real estate businesses, email encryption is a necessity to ensure they meet or exceed their industry’s
prescribed level of protection for customer information.
Financial institutions.
Whether you’re a local tax advisor or a global securities firm, your entire business revolves around sensitive
financial data. If you want to attract and retain clients, you need email encryption to assure them that their
communication with you is safe.
Healthcare providers.
More than just hospitals, this includes everyone from general practitioners to insurance companies. Personal
health information is every bit as sensitive as financial data; encryption tells patients and clients they can
trust you. While our Business Premium package does include HIPAA‐compliant email, if you’re a health care
provider, and you want to email protected health information (PHI) to patients — or others, such as
insurance companies — we strongly recommend adding email encryption also. Encryption will make it
virtually impossible for sensitive information to be stolen, protecting both your patients and your practice.
Attorneys, mortgage brokers, and more.
If your business deals with personal or confidential information of any kind – from lawsuits to loan
applications ‐‐ email encryption shows clients that you value their privacy and are doing everything you can
to protect them.
Anyone who accepts payment card (debit/credit card) information via email.
The Payment Card Industry Data Security Standard (PCI DSS) applies to companies of any size that accept
credit card payments. If your company intends to accept card payment, process, and transmit cardholder
data, using our email encryption service will ensure that sensitive information is transmitted securely, which
is one of the requirements for PCI compliance. Keep in mind, this email encryption does not ensure that your
business is PCI compliant.
Photo Credit: Photo via Visual hunt
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Let’s try this question, especially relevant given all of the hacking stories in the
news over the last year.
What percentage of cyber threats come through email?
a.
b.
c.
d.

90
80
70
60
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ANSWER: a. 90% of all cyber threats come through email. This is from our friends at
Proofpoint; part of their 2017 Human Factors Report that explores how cyber criminals
have aggressively adopted attacks that exploit people or human interactions, not the
traditional hacking attach we all think of.
We’re going to share their incredibly insightful report with you in our follow‐up email.
“By December, more than 99% of attachment‐based email attacks were enabled by the
user clicking something rather than an automated exploit. This trend extended to URL‐
based threats, where more than 90% of messages led users to credential phishing pages,
which trick victims into entering their usernames and passwords, rather than to exploits.
It’s interesting that as recently as two years ago, the “bad guys” started focusing almost
exclusively on email and exploiting users through clicking on something (links, attachments)
versus pushing out malware as code. They found it was much easier this way! People are
very trusting and if emails look legit, they tend to click away!”

SOURCE: Proofpoint Human Factors Report 2017
PHOTO CREDIT: blondinrikard via Visual Hunt / CC BY
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GoDaddy has partnered with Proofpoint to offer an email encryption add on to your
GoDaddy Office 365 email account for a monthly fee. This solution uses the same 256‐bit
encryption technology employed by some of the largest banks and corporations to protect
their valuable data.
If you have multiple mailboxes on your Office 365 account, encryption must be applied to
all. It cannot be added to a single mailbox in a multi‐user plan.
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LAUNCH DEMO
• Default policy where users are instructed to type [encrypt] in square brackets as the first word in
the Subject line of the email any time they want to send an encrypted email.
• The body of the email is typed as it normally would be, and attachment appended in the same
manner.
• After the email is sent, the sender receives a confirmation email indicating that their email has
been sent to the Email Encryption service for encryption.
• When the recipient opens their email, they will see a message letting them know that they’ve
received an encrypted email and from whom.
• This message includes the VIEW ENCRYPTED EMAIL button that the user clicks to access the
email message.
• Clicking the button will open up their browser and take her to the proofpoint secure mail portal,
there they will need to log in to read the message.
• If they’re a first time user, they will be asked to create a password and register. Please note,
Proofpoint does have very strict password creation rules.
• After registering, they will receive a confirmation email from Proof point, asking them to confirm
their email address. When they click Confirm, they are taken to the proofpoint secure mail
portal.
• Where they can read the message and download the files. They can also reply from here and the
message will sent all the way back to the sender’s inbox, so they don’t have to log into the
secure portal to read the response.
• There is no cost to receive and access the encrypted email.
• The email is available for 14 days.
Photo via VisualHunt
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This fall, we'll be expanding the Email Encryption service to an even more robust email
security suite! Those who already have email encryption with GoDaddy or purchase it any
time between now and then will automatically receive these services for the same monthly
price they are paying today.
So in addition to email encryption, today you get:
• Powerful Anti‐Virus Protection
• Targeted Attack Defense from malicious attachments – prevents downloading malware
via infected email attachments
• Robust Spam filtering
We’ll be adding:
• On‐demand auto‐encryption for common sensitive data (e.g. Social Security & credit
card numbers)
• On‐demand URL Targeted Attack Defense – prevents phishing scams via malicious links
• On‐demand content & outbound filtering
• On‐demand social media account protection
• Reporting feature
This Fall we’ll have follow‐up webinars on our new full email security suite. Stay tuned…
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PHOTO CREDIT: Chance Agrella http://chance.photos via
http://thestocks.im/Freerange
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